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Forwarding your key using SSH

Forwarding your key using SSH DOWNLOAD KEY: 2, PEM & PPK

Agent on Linux and Mac OS X

How to access a server using an SSH
tunnel? This will automatically transfer the necessary keys and connect you to

_ . your machine console in a new browser window.
Accessing a server using an SSH tunnel

NOTE: This is only supported in certain browsers, for more information,

look at the Google documentation.

Connecting through a browser from the Google Cloud
Launcher

You can also connect to your server using the Google Cloud Platform console.

Follow these steps:

e Browse to the Google Cloud Platform console and sign in if required
using your Google account.

e Find and select your project in the project list.
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= Google Cloud Platform My First Project ~

EE"IE Compute Engine VM instances

B VMinstances :
Filter by label or name

¢  Instance groups
CPU utilization ~

[E Instance templates

e Click the "Hamburger" button on the left side of the top navigation bar:

= Google Cloud Platform

e Select the "Compute -> Compute Engine" menu item.
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e Locate your server instance and select the SSH button.

EXTERNAL IP CONNECT

130.211.140.72 ssH

This will automatically transfer the necessary keys and connect you to your

machine console in a new browser window.

NOTE: Bitnami documentation usually assumes that server console
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commands are executed under the bitnami user account. However, when

connecting through a browser SSH console as described above, you may
be logged in under a different user account. To switch to the bitnami user

account, use the command sudo su - bitnami.

Obtaining Your SSH Credentials For Your Client

Obtaining your SSH credentials from the Bitnami
Launchpad

The Bitnami Launchpad for Google Cloud Platform automatically injects an
auto-generated public SSH key for the bitnami user and allows the user to

download the private SSH key. To do so, follow these steps:

e Browse to the Bitnami Launchpad for Google Cloud Platform and sign
in if required using your Bitnami account.

e Select the "Virtual Machines" menu item.

e Select your cloud server from the resulting list.

e Download the SSH key for your server (.pem for Linux and Mac OS

X,.ppk for Windows). Note the server IP address on the same page.
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Obtaining your SSH credentials from the Google Cloud
Launcher

The Google Cloud Launcher requires the user to manually add a public SSH
key using the server administration page. It then uses the user@hostname
comment at the end of the public SSH key to decide which user account on

the server should be associated with the key.

Watch the following video to learn how to add your SSH credentials to your
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server through the Google Cloud Console:

Follow the steps below in order to add your public SSH key:

e Prepare an SSH key pair for use.
e Login to the Google Cloud Console and select your project.
¢ Navigate to the "Compute Engine -> VM Instances" page and select the

server you wish to connect to.

e Click the "Edit" link in the top control bar.

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]


https://console.cloud.google.com/

Frequently Asked Questions for Google Cloud Platform

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]

= Google Developers Console Q | 0 e
{5} Compute Engine < VMinstances C RESET W STOP B} CLONE

B Instance groups & lampstack-1

=] Instance templates

CPU utilization ~ Thour  6h 12h | 1day 2d 4d 7d
[ Disks
CPU
&) Snapshots
% CPU
B Images
ZE  Metadata 2=
200
B  Health checks 150 |
|
05 Zones 100 { |
50 B4
© Operations
Feb 11, 10:30 AM Feb 11,10:45 AM Feb11,11:00 AM Fe

e On the resulting page, copy and paste your public SSH key into the
"SSH Keys" field.

e Update the user@hostname comment at the end of the SSH key
content to bitnami. This will associate the SSH key with the bitnami
user account that is already present on the server. The "Username"
next to the form field will update accordingly.
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e Add more keys as needed by clicking the "Add Item" button. Once

done, save the changes by clicking the "Save" button.

Connecting With An SSH Client

Connecting with an SSH client on Windows

In order to access your server via SSH tunnel you need an SSH client. In the

instructions below we have selected PuTTY, a free SSH client for Windows

and UNIX platforms. To access the server via SSH tunnel using PuTTY on a
specific port using an SSH tunnel, you need to have it configured in order to

allow connections to your server.

e Step 1: Obtain PuTTY

o Download the PUTTY ZIP archive from its website.

o Extract the contents to a folder on your desktop.

e Step 2: Convert your PEM private key to PPK format (optional)
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If your private key is in .pem format, it is necessary to convert it to
PuTTY's own .ppk format before you can use it with PUTTY. If your
private key is already in .ppk format, you may skip this step.

Follow the steps below to convert your .pem private key to .ppk
format:
o Launch the PUTTY Key Generator by double-clicking the
puttygen.exe file in the PUTTY installation directory.

o Click the "Load" button and select the private key file in .pem

format.

&' PuTTY Key Generator 7| x|

File Key Corversions Help

—Key
Public: key for pasting into OpenS5SH authorized keys file:

zzherza j
| e
. —————————————————— ]
e
_j

K.ey fingerprint: Issh-rsa 20480 ——
K.ey comment: Iimported-openssh-key
K.ey pazsphrase: I

Confirm pazsphrase: I

 Actiong

Generate a public/private key pair Generate |

Load an existing private key file

Sawve the generated key Save public key Sawve private key |

- Parameters
Type of key to generate:
€ 55H-1 [R54) ¥ 55H-2 RSA " 55H-2D54&
Mumber of bitz in a generated key: |2048

o Once the private key has been imported, click the "Save private
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key" button to convert and save the key in PuTTY's .ppk key file

format.

&' PUTTY Key Generator ﬂﬂ

File Key Conversions Help

~key
Mo key.
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e Step 3: Configure PuTTY

o Double-click the putty.exe file to bring up the PuTTY
configuration window.

o Inthe PuTTY configuration window, enter the host name or
public IP address of your server into the "Host Name (or IP
address)" field, as well as into the "Saved Sessions" field. Then,

click "Save" to save the new session so you can reuse it later.
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o Obtain your SSH credentials in order to allow the authentication

against the server. Refer to the FAQ to learn how to obtain your

SSH credentials for your client.

o Inthe "Connection -> SSH -> Auth" section, browse to the private

key file (.ppk) you've previously obtained in the step above.
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#2 PuTTY Configuration >
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o Inthe "Connection ->Data" section, enter the username bitnami
into the "Auto-login username" field, under the "Login details"

section.
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e Inthe "Session" section, click on the "Save" button to save the current

configuration.

e Select the session you want to start (in case that you have saved more
than one session) and click the "Open" button to open an SSH session

to the server.
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PUTTY will first ask you to confirm the server's host key and add it to the

cache. Go ahead and click "Yes" to this request (learn more).
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PuTT¥ Security Alert E X

. The server's host key is not cached in the registry. You

£ I* have no guarantee that the server is the computer you
think it is.
The server's rea2 key fingerprint is:
ssh-rsa 2048 30:0f:2c:d7:d3:f4:27:28:29:49:16:59:16: 04 :f2:92
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want 1o carry on connecting just ance, without
adding the key to the cache, hit Mo,
If vou do not trust this host, hit Cancel to abandon the
connection.

Yes | Mo Cancel Help

You should now be logged in to your server. Here is an example of what you'll

see:
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Connecting with an SSH client on Linux and Mac OS X

Linux and Mac OS X come bundled with SSH clients by default. In order to log

in to your server, follow the steps below:
e Open a new terminal window on your local system (for example, using
"Finder -> Applications -> Utilities -> Terminal" in Mac OS X or the Dash
in Ubuntu).

e Set the permissions for your private key file (*.pem) to 600 using a
command like the one below. Refer to the FAQ to learn how to obtain

your SSH credentials.

$ chmod 600 KEYFILE
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e Connect to the server using the following command:

$ ssh -i KEYFILE bitnami@SERVER-IP

Remember to replace KEYFILE in the previous commands with the path
to your private key file (.pem), and SERVER-IP with the public IP

address or hostname of your server.

e Your SSH client might ask you to confirm the server's host key and add
it to the cache before connecting. Accept this request by typing or

selecting "Yes" (learn more).

You should now be logged in to your server. Here is an example of what you'll

see:

I_1_IN\ I_1_1_I

— P

*¥* Welcome to the Bitnami *okk

*¥* Documentation: https://docs.bitnami.com/

*kE https://docs.bitnami.com

*¥¥% Bitnami Forums: https://community.bitnami.com/ ***
bitnami@ ~$ I

Forwarding Your Key Using SSH Agent
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Forward your key it is an easy way to connect to a host (host A) with your SSH

key, and from there, to connect to another host (host B) using the same key.

Forwarding your key using SSH Agent on Windows

To access the server via SSH forwarding your key using PuTTY you must have

it configured. Please, check the how to connect to the server through SSH
using an SSH client on Windows section for more information on this.

Once you have your SSH client correctly configured, you need to enable the

SSH Agent forwarding. For doing so, follow these steps:

e Inthe"Connection -> SSH -> Auth" section, activate the "Allow agent

forwarding" checkbox.
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button.

e Inthe "Session" section, save your changes by clicking the "Save"

e Click the "Open" button to open an SSH session to the server. The SSH

session will now forward your key, you can check it by running the

following:

$ ssh-add -L

Forwarding your key using SSH Agent on Linux and Mac
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To access the server forwarding SSH keys, follow the steps below.

e Open a new terminal window on your local system (for example, using
"Finder -> Applications -> Utilities -> Terminal" in Mac OS X or the Dash
in Ubuntu).

e To access the server forwarding your key, you need to have the

following information:
o Server's IP address.

o SSH key (.pem key file) in hand.

e Run the following command to add the SSH key to the agent.
Remember to replace KEYFILE with the path to your private key:

$ ssh-add KEYFILE

e Connect to the server using -A option, remember to replace SERVER-IP

with the public IP address or hostname of your server:

$ ssh -A bitnami@SERVER-IP

e The SSH session will now forward your key, you can check it by running

the following:

$ ssh-add -L

How To Access A Server Using An SSH
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Tunnel?

Bitnami strongly discourages you from opening server ports apart from those
defined by default. In case you need to access a server on a specific port
remotely, Bitnami recommends creating an SSH tunnel instead of opening

the port in the server firewall.

Depending on your operating system, follow these instructions to create an

SSH tunnel and ensure secure access to the application.

IMPORTANT: Before following the steps below, ensure that your

application server is running.

Accessing A Server Using An SSH Tunnel On
Windows

In order to access your server via SSH tunnel you need an SSH client. In the
instructions below we have selected PuTTY, a free SSH client for Windows
and UNIX platforms.

e To access the server via SSH tunnel using PUTTY on a specific port you
must have it configured. Please, check how to configure PUTTY in the

section how to connect to the server through SSH using an SSH client
on Windows.

Once you have your SSH client correctly configured and you tested that you
can successfully access to your instance via SSH, you need to create an SSH

tunnel. For doing so, follow these steps:

e |nthe "Connection -> SSH -> Tunnels" section, create a secure tunnel

by forwarding a port (the "destination port") on the remote server to a


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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port (the "source port") on the local host (127.0.0.1 or localhost). An

example of configuring an SSH tunnel between remote port 80 and

local port 8888 is displayed below.

&2 PuTTY Configuration >
Categony
... Features - | Options controling S5H port forwarding |
EI ‘l'lﬁnj;w Port forwarding
' BeE::ES::E [ Local ports accept connections from ather hosts
... Translation [] Remote ports do the same (SSH-2 only)
... Selection Forwarded ports: Remove:
i - Colours
- Connection
- Data
- P
T:::‘t Add new forwarded port:
-- Rlogin Source port Add
- 55H L .
- Kt Destination |Iocalhn5t.3ﬂ
- Host keys 1® Local i) Remote i) Cynamic
- Ciphear (®) Auto () I1Pvd i) IPvE
(- Auth
X1
- Tunnels
- Bugs
- More bugs  w
= cor

e Click the "Add" button to add the secure tunnel configuration to the
session. (You'll see the added port in the list of "Forwarded ports"). An
example of configuring an SSH tunnel between remote port 80 and

local port 8888 is displayed below.

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]


https://docs.bitnami.com/images/img/platforms/common/access-application-1-53ebfa3e.png

Frequently Asked Questions for Google Cloud Platform

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]

#2 PuTTY Configuration >
Category
‘... Features - | Options controlling 55H port forwarding |
EI ‘u'lﬁni:w Part forwarding
Co BeE::fS:E []Local ports accept connections from other hosts
- Translation [ ] Remote ports do the same (SSH-2 only)
. Selection Forwarded ports: Bemoye
¢ - Colours .
&) Connection L3332  localhost:20
.. Data
- P
Tm Add new torwarded port:
=-55H
o Ke Destination |Incalhnst:3ﬂ |
- Host keys (® Local (") Remate () Dynamic
- Cipher (®) Auto (i IPvd () IPvE
[+ Auth
- K11
- Tunnels
- Bugs

- More bugs v

About Open Cancel

e Inthe "Session" section, save your changes by clicking the "Save"
button.

e Click the "Open" button to open an SSH session to the server. The SSH
session will now include a secure SSH tunnel between the two

specified ports.

While the tunnel is active, you should be able to access the application
through the secure SSH tunnel you created, by browsing to
http://127.0.0.1:SOURCE-PORT/ or http://localhost:SOURCE-PORT/.
Remember to replace SOURCE-PORT with the source port number specified.
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Accessing A Server Using An SSH Tunnel On
Linux And Mac OS X

To access the server on a specific port using an SSH tunnel, follow the steps

below.

e Open a new terminal window on your local system (for example, using
"Finder -> Applications -> Utilities -> Terminal" in Mac OS X or the Dash
in Ubuntu).

e To access the server on a specific port using an SSH tunnel, you need to

have the following information:
o Server's IP address

o SSH key (.pem key file) in hand.

e Run the following command to configure the SSH tunnel. Remember to
replace SOURCE-PORT with the source port, DESTINATION-PORT with
the destination port, KEYFILE with the path to your private key, and
SERVER-IP with the public IP address or hostname of your server:

$ ssh -N -L SOURCE-PORT:127.0.0.1:DESTINATION-PORT -i

KEYFILE bitnami@SERVER-IP

NOTE: If successful, the above command will create an SSH tunnel but will

not display any output on the server console.

While the tunnel is active, you should be able to access the application
through the secure SSH tunnel you created, by browsing to
http://127.0.0.1:SOURCE-PORT/ or http://localhost:SOURCE-PORT/.
Remember to replace SOURCE-PORT with the source port number specified.
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How To Find Application Credentials?

Servers Deployed Using The Google Cloud
Launcher

Your default credentials become available once you create a cloud server. To

find them, follow these steps:

e Browse to the Google Cloud Platform console and sign in if required
using your Google account.

e Click the "Hamburger" button on the left side of the top navigation bar:

= Google Cloud Platform

e Select the "Deployment manager" menu item.


https://console.cloud.google.com/
https://docs.bitnami.com/images/img/platforms/google/menu-398b24f5.png
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e Select your cloud server from the resulting list.

e In the right panel, the username and password are specified in the

"Admin User" and "Admin Password (Temporary)" fields respectively.

WordPress
Solution provided by Bitnami

Site address

Admin URL

Admin user user

Admin password

(Temporary)

Instance

Instance zone us-central1-f
Instance machine type f1-micro

More about the software

Get started with WordPress

Log into the admin panel SSH | ~

You can also obtain the application username from the application
page in our documentation.

e To access your database, the database password is the value next to
"Admin Password (Temporary)" as well.

NOTE: You should change the passwords after your first login.
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Servers Deployed Using The Bitnami Launchpad

Your default credentials become available once you create a cloud server. To

find them, follow these steps:

e Browse to the Bitnami Launchpad for Google Cloud Platform and sign

in if required using your Bitnami account.
e Select the "Virtual Machines" menu item.

e Select your cloud server from the resulting list.

e The "Application Info" section in the left panel contains the credentials
for your instance. The password is hidden by default but will be
displayed in plain text when the "Show" button, adjacent to the

password input, is clicked.

Application Info Server Info

WordPress 4.0-1
WordPress is one of the world's most popular web REZ2ZZ1ES 5]
publishing platforms for building blogs and

websites. It can be customized... (& Leam More

ili F1-MICRO
Application  http://162.222.183.151/ ) $6.06/M0 (S0.01/HR) ©
AUNCHES IN ANEW WINDOW. 5
HANERE IR ARE D g Solid State
. . bt PD-SSD (10 GB) ($3.25/M0)
Administration  http://http://162.222.183.151/wp
LAUNCHES IN ANEW WINDOW. Q us-centrall-a
US-CENTRAL1-A
Credentials
USERNAME  user $ SQEU
N HLY 7
PASSWORD ~ *skiorsn
) LAUNCH SSH CONSOLE
INLOAD KEY: @ PEM @ PPK
Show More v

T REBOOT (& SHUTDOWN X DELETE
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What Is A Bithami Image?

A Bitnami image includes everything you need to run your Bitnami-packaged
application of choice. The installation and configuration of all of the software
included in the stack is completely automated, making it easy for everyone,

including those who are not very technical, to get them up and running.

All Bitnami images are completely self-contained and run independently of
the rest of the software or libraries installed on your system. This means that
you don't have to worry about installing any other software on your system
to make the new application work. They also won't interfere with any
software already installed on the system, so everything will continue to work

normally.

How To Start Or Stop The Services?

Each Bitnami stack includes a control script that lets you easily stop, start
and restart services. The script is located at /opt/bitnami/ctlscript.sh. Call it

without any service name arguments to start all services:

$ sudo /opt/bitnami/ctlscript.sh gart

Or use it to restart a single service, such as Apache only, by passing the

service name as argument:

$ sudo /opt/bitnami/ctlscript.sh redtart apache
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Use this script to stop all services:

$ sudo /opt/bitnami/ctlscript.sh gop

Restart the services by running the script without any arguments:

$ sudo /opt/bitnami/ctlscript.sh regart

Obtain a list of available services and operations by running the script

without any arguments:

$ sudo /opt/bitnami/ctlscript.sh

What Is The Directory Structure?

The installation process will create several sub-directories under the

Jopt/bitnami directory:

e Servers and related tools: apache2/, mysql/, postgresql/, apache-
tomcat/, etc.

e Languages: php/, python/, ruby/, tcl/, etc.

e Application files: apps/phpMyAdmin/, apps/drupal/, apps/joomla/,
apps/redmine/, etc.

e Common libraries: common/

e Licenses of the components included in the stack: licenses/

Application files are stored in the /opt/bitnami/apps/APPNAME/htdocs
directory. The configuration file for the Apache Web server is stored in the
https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]
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/opt/bitnami/apps/APPNAME/conf/ directory.

How To Open The Server Ports For
Remote Access?

IMPORTANT: Making this application's network ports publicis a
significant security risk. You are strongly advised to only allow access
to those ports from trusted networks. If, for development purposes,
you need to access from outside of a trusted network, please do not
allow access to those ports via a public IP address. Instead, use a

secure channel such as a VPN or an SSH tunnel. Follow these

instructions to remotely connect safely and reliably.

By default, Google cloud servers have some or all of their ports closed to
secure them against external attacks. In some cases, ports needed for

specific applications to operate properly are also left open by default.

If you need to access your server remotely, you must first open the necessary

port(s) using the Google Console.

NOTE: For servers launched through the Bitnami Launchpad for Google
Cloud Platform, select the cloud server you wish to modify in the Bitnami
Launchpad and click the "Manage in the Google Console" button to access

the Google management console.

Follow the steps below:

e Login to the Google Cloud Console using the Google Account

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]
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associated with your project.

e Select the "Networking -> VPC network -> Firewall rules" menu.

e On the resulting page, create a new firewall rule for your network by

clicking the "Create firewall rule" button.

Google Cloud Platform

L vec network Firewall rules CREATE FIREWALLRULE | ! REFRESH

VPC networks Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more
External IP addresses

]

Note: App Engine firewalls are managed here.

Firewall rules Ingress Egress

Routes << Previous 1 2 3 4 5  Next>>

VPC network peering
Name Targets Source filters Pro

X & 4

Shared VPC — p

e Enter details for the new firewall rule using the guidelines below:
o Name: Use a human-readable name that makes it easy to

identify the rule

o Description: Enter a description for the firewall rule (optional)

o Network: Select the network used by your server

o Direction of traffic: Select the "Ingress" option

o Action on match: Select the "Allow" option

o Source filter: Select the "IP ranges" option

o Source IP ranges: Use 0.0.0.0/0 to allow access from anywhere,
or specify an IP address range

o Specified protocols or ports: Enter the port numbers prefixed by

either tcp: or udp:. Use commas to separate multiple port

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]
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numbers and semi-colons between protocol blocks. For
example: tcp:80, 443; udp:8001

The image below sets up a firewall rule for Apache Cassandra on TCP
ports 9042 and 7000 as an example.

= Google Cloud Platform m=== Q

::: VPC network & Create a firewall rule

%=  VPC networks

[§  External IP addresses Network

default v

EE  Firewall rules
Priority
Priority can be 0 - 65535 Check priority of other firewall rules

1000

Routes

VPC network peering

Direction of traffic

Shared VPC @ Ingress
Egress

X < 4

Action on match
® Allow
Deny

Targets
Specified target tags -

Target tags

Source filter

IP ranges -

Source IP ranges

0.0.0.0/0 €

Second source filter

None S~

Protocols and ports
Allow all
® Specified protocols and ports

<l 1cp:9042; tcp:7000

e Click "Create" to save the firewall rule. The new firewall rule will come

into effectimmediately.
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How To Close The Server Ports And Deny
Remote Access?

NOTE: For servers launched through the Bitnami Launchpad for Google
Cloud Platform, select the cloud server you wish to modify in the Bitnami

Launchpad and click the "Manage in the Google Console" button to access

the Google management console.

To close a server port and deny remote access on that port, follow these
steps:
e Loginto the Google Cloud Console using the Google Account

associated with your project.

e Select the "Networking -> VPC network -> Firewall rules" menu.

e Find the firewall rule(s) for the port(s) you wish to close. Select each
rule and click the "Delete" button at the top of the page. The change

will come into effect immediately.
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= Google Cloud Platform S Q

n VPC network & Firewall rule details 7 EDIT W DELETE
& VPCnetworks bitnami-edx-dm-ffb3-firewall
[5  External IP addresses Network
default
28 Firewall rules Priority
N Routes 1000
Direction
£  VPC network peering Ingress
P4 Shared VPC Action on match

Allow

Targets

Target tags bitnami-edx-dm-ffb3

Source filters
IP ranges 0.0.0.0/0
Protocols and ports
cp:80
1cpi443
1cp:18010

Equivalent REST

How To Upload Files To The Server With
SFTP?

NOTE: Bitnami applications can be found in /opt/bitnami/apps.

e If you are using the Bitnami Launchpad for Google Cloud Platform,
obtain your server SSH key by following these steps:

o Browse to the Bitnami Launchpad for Google Cloud Platform
dashboard and sign in if required using your Bitnami account.

o Select the "Virtual Machines" menu item.

o Select your cloud server from the resulting list.

o Download the SSH key for your server in PPK or PEM format.

Note the server IP address on the same page.
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e Ifyou are using the Google Cloud Launcher, you will need to generate
and add your SSH key manually using these instructions.

e Generate SSH key pair by executing the following commands:

NOTE: Replace USERNAME in the commands below with your Google Cloud

platform username.

$ sudo su USERNAME

https://docs.bitnami.com/google/faq/[12/23/2017 18:32:41]
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$ ssh-keygen -t rsa -f ~/.ssh/my-ssh-key -C USERNAME

e Enter the passphrase twice. The SSH key pair will be generated and
saved in /home/USERNAME/.ssh/my-ssh-key and
/home/USERNAME/.ssh/my-ssh-key.pub.

Although you can use any SFTP/SCP client to transfer files to your server, this
guide documents FileZilla (Windows, Linux and Mac OS X), WinSCP (Windows)
and Cyberduck (Mac OS X).

Using An SSH Key

Once you have your server's SSH key, choose your preferred application and

follow the steps below to connect to the server using SFTP.

Filezilla

IMPORTANT: To use FileZilla, your server private key should be in PPK

format.

Follow these steps:

e Download and install FileZilla.
e Launch FileZilla and use the "Edit -> Settings" command to bring up

FileZilla's configuration settings.

e Within the "Connection -> SFTP" section, use the "Add keyfile"
command to select the private key file for the server. FileZilla will use

this private key to log in to the server.
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e Use the "File -> Site Manager -> New Site" command to bring up the
FileZilla Site Manager, where you can set up a connection to your
server.

e Enter your server host name and specify bitnami as the user name.

e Select "SFTP" as the protocol and "Ask for password" as the logon

type.
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e Use the "Connect" button to connect to the server and begin an SFTP
session. You might need to accept the server key, by clicking "Yes" or
"OK" to proceed.

You should now be logged into the /home/bitnami directory on the server.
You can now transfer files by dragging and dropping them from the local
server window to the remote server window.

If you have problems accessing your server, get extra information by use the

"Edit -> Settings -> Debug" menu to activate FileZilla's debug log.
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WinSCP

IMPORTANT: To use WinSCP, your server private key should be in PPK

format.

Follow these steps:

e Download and install WinSCP.

e Launch WinSCP and in the "Session" panel, select "SFTP" as the file
protocol.

e Enter your server host name and specify bitnami as the user name.
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e Click the "Advanced..." button and within the "SSH -> Authentication -
> Authentication parameters" section, select the private key file for the

server. WinSCP will use this private key to log in to the server.
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e From the "Session" panel, use the "Login" button to connect to the
server and begin an SCP session.

You should now be logged into the /home/bitnami directory on the server.

You can now transfer files by dragging and dropping them from the local
server window to the remote server window.

If you need to upload files to a location where the bitnami user doesn't have
write permissions, you have two options:

e Once you have configured WinSCP as described above, click the
"Advanced..." button and within the "Environment -> Shell" panel,

select sudo su - as your shell. This will allow you to upload files using
the administrator account.
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e Upload thefiles to the /home/bitnami directory as usual. Then,
connect via SSH and move the files to the desired location with the

sudo command, as shown below:

$ sudo mv /home/bitnami/uploaded-file /path/to/desired/

location/

Cyberduck

IMPORTANT: To use Cyberduck, your server private key should be in PEM

format.
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Follow these steps:

e Select the "Open Connection" command and specify "SFTP" as the

connection protocol.
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Epensoanestion ¢ I\ FTP (File Transfer Protocol) Biaconda

Lo o oot (et ALLTLL T O
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M Google Cloud Storage
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» More Options

e Inthe connection details panel, under the "More Options" section,
enable the "Use Public Key Authentication" option and specify the

path to the private key file for the server.
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e Usethe "Connect" button to connect to the server and begin an SFTP

session.

You should now be logged into the /home/bitnami directory on the server.
You can now transfer files by dragging and dropping them from the local

server window to the remote server window.

How To Connect Instances Hosted In
Separate Virtual Networks Or VPCs?

The Google Cloud Platform makes it possible to connect instances hosted in
separate Virtual Private Clouds (VPCs), even if those instances belong to
different projects or are hosted in different regions. This feature, known as
VPC Network Peering, can result in better security (as services do not need to
be exposed on public IP addresses) and performance (due to use of private,
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rather than public, networks and IP addresses).

Learn more about VPC Network Peering.

How To Block A Suspicious IP Address?

NOTE: The steps below should be performed on all instances that receive

inbound Internet traffic.

If you have detected an IP address that is collapsing your server or just
making suspicious requests, block it using iptables. To do this, run the

following command:

$ sudo su

$ iptables -A INPUT -s 1.2.3.4 -j DROP

Remember to replace 1.2.3.4 with the IP address you want to block.

IMPORTANT: Use with caution. If you don't specify an IP address, you will
block yourself.

This will block all requests from that IP address. To have your iptables rules

active even after rebooting the server, follow these steps:

e Execute these commands:

$ sudo su

$ iptables-save > /opt/bitnami/iptables-rules

$ crontab -e
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e Edit the above file with your favourite editor and include this line at the
end of the file:

@reboot /sbin/iptables-restore < /opt/bitnami/iptables

-rulles

e Save thefile and exit.

Now, on every boot, the system will load and apply the iptables rules.

To delete a rule, run the following command:

$ sudo su

$ iptables -D INPUT -s 1.2.3.4 -j DROP

This will delete the rule. Remember to replace 1.2.3.4 with a valid IP address.

Rerun the iptables-save command shown previously to make the new rules

active even after rebooting the server.

How To Configure A Custom Domain?

To use a custom domain with a server started through the Bitnami

Launchpad, follow these steps:

Configure A Static IP Address For Your Cloud
Server

Follow these instructions.
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Configure The Domain In Your DNS Provider

The next step is to update your domain's DNS settings, specifically by adding

an A record that points to the static IP address of your cloud server.

This change can only be accomplished through your domain name provider;
it cannot be made through the Bitnami Launchpad. You will therefore need to
log in to your domain name provider's management console and make the
necessary changes. Step-by-step instructions for some popular providers are

listed below:

e EasyDNS

DNS Made Easy
GoDaddy
Namecheap

Remember that once you make the necessary changes, it can take up to 48
hours for the change to propagate across other DNS servers. You can verify
the new DNS record by using the Global DNS Propagation Checker and

entering your domain name into the search field.

At the end of this step, entering your custom domain name into the browser
address bar should take you to your Bitnami application on the cloud server,

as shown below:


http://support.easydns.com/tutorials/DNSsetup/createarec.php
http://help.dnsmadeeasy.com/records/a-record/
https://support.godaddy.com/help/article/680/managing-dns-for-your-domain-names
https://www.namecheap.com/support/knowledgebase/article.aspx/319/78/how-can-i-setup-an-a-address-record-for-my-domain
https://www.whatsmydns.net/
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Update Application Configuration

For some applications, such as Prestashop, it is also necessary to perform
additional configuration so that the application "knows" its domain and the
domain name is correctly reflected in application URLs. This is easily
accomplished with the command-line Bitnami Configuration tool, bnconfig,
which will update the application configuration and database to use the new

domain wherever needed.

To use this tool, follow these steps:

e Login to your server console (instructions).
e Change to your application directory, usually located under
Jopt/bitnami/apps/APP-NAME.

e Execute the following command:

$ sudo ./bnconfig --machine hoginame DOMAIN-NAME
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For example, to configure Prestashop to use the domain my-shop.com, use

the commands below:

$ cd /opt/bitnami/apps/prestashop

$ sudo ./bnconfig --machine hosgtname my-shop.com

Or, to configure your WordPress Multisite blog to use the primary domain my-

blog.com, use the commands below:

$ cd /opt/bitnami/apps/wordpress

$ sudo ./bnconfig --machine hostname my-blog.com

How To Backup A Server?

IMPORTANT: We strongly recommend creating a backup of your server

prior to any major changes or upgrades.

To create a backup, you will use Google Cloud Platform's snapshot feature.
This feature creates a new snapshot of the disk, which can later be used to

restore the server to an earlier state. Follow the steps below:

e Login to the Google Cloud Console using the Google Account
associated with your project.

e Select your project from the list of available projects.

e Click the "Hamburger" button on the left side of the top navigation bar:


https://console.cloud.google.com/
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¢ Navigate to the "Compute -> Compute Engine -> Snapshots" sub-

menu.

e Select the "Create snapshot" button.

Google Cloud Platform

VM instances
a Filter by label or name Columns ~  QLabels
oy Instance groups
Name ~ Source disk Creation time Disk 5iz:
@  Instance templates @ disk-bitnami t Jun21,2016, 1068
e — dm-d310 3:48:38 AM
@  Disks
I disk-bitnami-wordpress-  Jun2,2016,3:10:50  10GB
Snapshots p— dm-5a1f AM
Bl Images O — Dec 18,2013, 1068
9:42:54 PM
= — isk-bitnami-wordpress-  Apr 30,2015, 1
Metadata ] ) disk-b d 10,2015, 0ce
6325 £01:19PM
B  Health checks
<@ disk-bitnami-alfresco- Apr2,2015,7:29:43  10GB
B Zones d746 AM
©® Operstions G — disk-bitnami-wordpress-  Apr 27,2016, 1068
dm-36cd 3:03:13 AM

e Create a new snapshot of your instance disk by entering a name and

description and then pressing the "Create" button
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& Create a snapshot

Name

| snapshot-1463687884

Description (Optional)

Source disk

Encryption

Automatic (recommended) -

Equivalent REST or command line

Your new snapshot will be created and will appear in the list of snapshots.

How To Restore A Backup Of A Server?

You can restore a server by initializing a new server from the corresponding

snapshot. Follow these steps:

e Login to the Google Cloud Console using the Google Account
associated with your project.

e Select your project from the list of available projects.

e Click the "Hamburger" button on the left side of the top navigation bar:


https://docs.bitnami.com/images/img/platforms/google/backup-server-2-a01c14fd.png
https://console.cloud.google.com/
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= Google Cloud Platform

¢ Navigate to the "Compute -> Compute Engine -> VM Instances" sub-

menu.

e Click the "Create instance" button.

Google Cloud Platform

#

Compute Engine VM instances A c

VM instances
Filter by label or rame Columns ~ S Labels

- m

Instance groups
CPU utilization ~ 1hour 6hours 12hours 1day 2days

Instance templates

0o B

Disks cPU

% CPU
Snapshots

USRS i SR

Images

kA

Metadata

- N w oA

Health checks
Zones Oct 10, 4:15PM Oct 10, 4:30 PM Oct 10, 4:45PM
®cpu: 2171

Operations

Quotas

¢t & e B D

Settings evious | 1 2 Next>>

e Configure the new instance by entering a name, selecting the instance

type and allowing HTTP and HTTPS connections.

e Inthe "Boot disk" tab, click the "Change..." button.
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Google Cloud Platform

135 Compute Engine 4 Create an instance

B VMinstances Hame

my-restored-server
&  Instance groups

Zone

B  Instance templates s = $§25.95 per moanth estmated
Effective hourly rate 0,036 (730 hours per month)
B Disks T
type
Details

B Snepshots 1vCPU - 375 GB memary Customize
[ Images

Boat disk
S2  Metadata

——l  New 10 GB standerd persistent disk
@  Health checks N | image
Debian GNU/Linux B (jessie)
B Zones
@  Operations Identity and API accuss
Service aceount

& Quotas No service account =
£  Settings Acoess

scopes
Select a service account 1o enable AP| access

e Intheresulting dialog, select the "Snapshots" tab and select the

snapshot you wish to restore. Click the "Select" button once done.

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk.

0Simages Application images Custom images Snapshots Existing disks

———~—~"~_______
—_—

e Click the "Create" button to create a new server instance from the

snapshot.
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Your new server will now be created from the snapshot.

How To Change The Server Type Or
Resize The Server?

The Bitnami Launchpad for Google Cloud Platform only supports server re-
sizing during the server build. Since the server is accessible via the Google
Compute Engine console, you can get a resized version of the server from

there afterwards if needed.

The procedure consists of creating a new server using the same disk as the

server to be resized, and then deleting the old one following the steps below.

NOTE: For servers launched through the Bitnami Launchpad for Google
Cloud Platform, select the cloud server you wish to modify in the Bitnami

Launchpad and click the "Manage in the Google Console" button to access

the Google management console.

e Login to the Google Cloud Console using the Google Account
associated with your project.
e Select your project from the list of available projects.

e Click the "Hamburger" button on the left side of the top navigation bar:
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e Select the "Compute -> Compute Engine -> VM Instances" menu item.
e Select the instance you wish to resize.

e Stop the instance by clicking the "Stop" button.

e Once stopped, click the "Edit" button.

e Change the instance type and click the "Save" button at the bottom of
the page.

Tags

bitnami-launchpad = bitnami-mongodb =
Machine type
micro (1 sharedvCPU) ~ 0.6 GB memory Customize
CPU platform

Unknown CPU Platform

Zone
europe-west1-b

o Click the "Start" button and wait for the instance to start again.
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< VM instances # EDIT P START B cLONE B DELETE

O bitnami-mongodb-3a28

The server should restart using the new type.

How To Configure A Static IP Address?

Google Cloud Platform instances are launched with a dynamic IP address by
default, which means that the IP address changes every time the server is
stopped and restarted. In many cases, this is not desired and so, users also

have the option to assign the server a static IP address.

NOTE: For servers launched through the Bitnami Launchpad for Google
Cloud Platform, select the cloud server you wish to modify in the Bitnami
Launchpad and click the "Manage in the Google Console" button to access

the Google management console.

To configure a static IP address:

e Login to the Google Cloud Console using the Google Account
associated with your project.

e Select your project from the list of available projects.

e Click the "Hamburger" button on the left side of the top navigation bar:
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= Google Cloud Platform

e Select the "Compute -> Compute Engine -> VM Instances" menu item.

e Theresulting page displays a list of VM instances. Select the instance

which you wish to configure.

e [nthe "External IP" section, select "New static IP address"

Compute

App Engine

Compute Engine
VM instances
Disks
Snapshots
Images
Networks
Network load balancing
HTTP load balancing
Metadata
Zones
Operations
Quotas

Container Engine

Click to Deploy

e Saveyour changes.

bitnami-launchpad ~ http-server  https-server

Machine type
f1-micro (1 vCPU, 0.6 GB memory)

Zone

europe-west1-b

None
Ephemeral
New static IP address...

Cancel

Intemal IP

10.240.57.253

1P forwarding

What Is The Bithami Vault?
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The Bitnami Vault is a secure password storage area associated with your
Bitnami account. It stores all your Launchpad passwords (needed to deploy

or manage servers from the various Bitnami Launchpads).

To useit, log in to your Bitnami account once. Once logged in, you can gain
access to one or more Launchpads simply by providing the corresponding

Bitnami Vault password as needed.

How To Configure Your Application To
Use A Third-Party SMTP Service For
Outgoing Email?

Google Cloud Platform doesn't allow SMTP traffic through default
ports: 25, 465, 587. Check Google cloud documentation to learn how
to use a VPN to bypass these restrictions or use a different port for

sending emails from your application.

Bitnami applications can be configured to use a third-party SMTP service for
outgoing email. Examples of such third-party SMTP services are SendGrid

and Mandrill. Instructions for using both these are provided below.

SendGrid

SendGrid's SMTP service can be accessed using your SendGrid account
credentials. These credentials can be obtained by logging in to the SendGrid

website and visiting the "Account Details" page.


https://cloud.google.com/compute/docs/sending-mail
https://sendgrid.com/
https://mandrillapp.com/
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Account Details

NAME Change Contact Inf

EMAIL ADDRESS

PHONE NUMBER

123456789

USERNAME PASSWORD

To configure your application to send email through SendGrid's SMTP
service, use the settings below. Replace USERNAME with your SendGrid

account username and PASSWORD with your SendGrid account password.

e SMTP host: smtp.sendgrid.net
e SMTP port: 2525

e SMTP username: USERNAME
e SMTP password: PASSWORD

Here's an example of configuring WordPress to use SendGrid:
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# user's Blog!

Dashboard

Posts
Media
Pages

Comments

Appearance

i- Plugins &

Users
Tools
Settings

General

Writing

Permalinks

Email

SMTP Options

These options only apply if you have chosen te send mail by SMTP above.

SMTP Host

SMTP Port

Encryption

Authentication

Username

Password

smtp.sendgrid.net

465

No encryption.
«) Use SSL encryption.
Use TLS encryption. This is not the same as STARTTLS. For mog

No: Do not use SMTP authentication.
® Yes: Use SMTP authentication.
If this is set to no, the values below are ignored.

Save Changes

More information is available in the SendGrid documentation.

Mandrill

servers S5L

Mandrill's SMTP service requires an API key for access. To obtain this key, log

in to the Mandrill website, navigate to the "SMTP & API" section and create an

API key. Note the SMTP server name, username and API key, as these serve as

your credentials for accessing the Mandrill SMTP server.
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Da: Rep ~ Qutbound ~ Inbound ~
SMTP & API Credentials SMTP & API Credentials
Sending Domains Send email using our API or get started quickly with SMTP using the information below:

Host smtp.mandrillapp.com
Port 587

SMTP Username s

SMTP Password any valid AP1 key

API Keys

+ New API Key

To configure your application to send email through Mandrill's SMTP service,
use the settings below. Replace USERNAME with your SMTP username and
API-KEY with the generated API key.

e SMTP host: smtp.mandrillapp.com
e SMTP port: 2525

e SMTP username: USERNAME

e SMTP password: API-KEY

Here's an example of configuring WordPress to use Mandrill:
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A user'sBlogg &5 B 4 New

SMTP Options
@
These options only apply if you have chosen to send mail by SMTP above.
»
05 SMTP Host smtp.mandrillapp.com
L
SMTP Port 465
[ ]
N Encryption No encryption.
, ®) Use SSL encryption.
’&
- Use TLS encryption. This is not the same as STARTTLS. For mpst s
recommended option.
&
Authentication No: Do not use SMTP authentication.
o ®) Yes: Use SMTP authentication.
If this is set to no, the values below are ignored.
Username
Password

Save Changes

More information is available in the Mandrill documentation.

Similar steps can be followed for other third-party SMTP services as well.
Consult your service provider's documentation to obtain details on

authentication credentials and available ports.

Does Bitnami Collect Any Data From
Deployed Bitnami Stacks?
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Yes. Bitnami cloud images and virtual machines include a small agent that
starts on boot and collects a few pieces of information about the system. For
users of Bitnami Virtual Machine Images, Cloud Templates, and Container
Images we may also collect information from downloaded, pulled or
deployed images or instances, such as the instance type, IP address and
operating system version or the Bitnami account used to launch the image in

order to improve our product offerings.

We encourage you to leave this tracking on, but if you would like to turn it off,

you can comment out or delete the following line in the /etc/crontab file:

X * * * * pbitnami cd /opt/bitnami/stats && ./agent.bin --run

-D

(where X is arandom number for each instance generated at the boot time)

Our complete privacy policy is available online. If you have any questions,
please feel free to contact us at hello@bitnami.com.

What Does The SSH Warning 'REMOTE
HOST IDENTIFICATION HAS CHANGED'
Mean?

This warning is normal when trying to connect to the same IP address but a
different machine - for instance, when you assign the same static IP address
to another server. You can fix the problem by removing the IP address that

you are trying to connect to from your ~/.ssh/known_hosts file.


http://bitnami.com/privacy
mailto:hello@bitnami.com
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If you use PuTTY, the SSH key mismatch warning looks like the image below:

PuTTY Security Alert . x|

. The zerver's host key is not cached in the registry. au

I* have no guarantee that the server is the computer you
think it is.
The server's rsa2 key fingerprint is:
ssh-rsa 2048 30:0f:2c:d7:d3.f4:27:28:29:49:16:59:16:04:f2:92
If you trust this host, hit Yes to add the key to
PUTTY's cache and carry on connecting.
If you want o carry on connecting just once, without
adding the key to the cache, hit Mo,
If you do not trust this hast, hit Cancel to abandon the
Connection.

Yes | Mo Cancel Help

In this case, click "Yes" if you know the reason for the key mismatch (IP

address reassigned to another server, machine replaced, and so on).

How To Troubleshoot Server
Performance Problems?

There are several possible reasons why your server might be under-

performing. Use the list below to identify what could be affecting it.

e Check the server type and ensure that it has the necessary CPU and

RAM resources to meet your application requirements and user load.

e Check if your application is using a cache. Consider enabling a cache if


https://docs.bitnami.com/images/img/platforms/common/connect-ssh-windows-warning-1ca639a4.png
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one is not already present. For applications like WordPress, caching
plugins like W3 Total Cache can produce a significant improvement in

performance.

e Check if there are any cron jobs running on the server and consuming

resources.

e Review the server dashboard or monitoring page and check the list of
processes consuming CPU and memory. Alternatively, log in to the
machine console via SSH and execute the following command to see a

list of running processes:

$ ps -e -orss=,args= | sort -b -kl1,1n | pr -TWSCOLUMNS

$ ps -e -o pcpu,nice,date,cputime,args --sort -pcpu |

head -10

e In case of problems with the disk size, check the free disk space and

which directories have a large number of files:

$ df -ih
$ df -h
$ cd /opt/bitnami

$ sudo find . -type £ | cut -d "/" -f 2 | sort | uniqg -

c | sort -n
$ du -h -d 1

e Try performing a complete reboot of the server.

e Check if your server is being accessed by suspicious IP addresses and
block them if so. Refer to the FAQ for detailed instructions.
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How To Improve Server Performance?

Consider the following tips to improve the performance of your server.

e Enable the Apache PageSpeed module or the Varnish web application
accelerator if not already enabled.

e Consider installing the APCu, XCache, memcached or eAccelerator
modules to cache and optimize your PHP applications.

e Use the mysqgltuner script to check and optimize your MySQL or

MariaDB database server configuration.

e If you are experiencing bot attacks that are affecting your server, use

the Apache configuration file to filter out and deny requests by
specified IP address.

What Are The Bitnami Cloud Tools?

Bitnami Cloud Tools are a multi platform, self-contained and easy-to-use
prepackaged software that allows you to manage and monitor your cloud

deployments.

By downloading it, you will obtain a wide range of command line utilities and
a pre-configured version of the major programming languages such as
Python or Perl. These tools are really useful for those developers that want to
use, in a more advanced way, the Cloud APIs offered by different cloud

providers.

Select your cloud platform and download from the Bitnami official web page

the package that corresponds to your operating system.
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